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(57) Abstract 

The invention provides a file server that provides for backup and restore of files in a heterogeneous file server environment. Metadata 
associated with each file by each model or protocol is preserved across backup and restore operations. The file server performs at least three 
tasks as part of the backup and restore operations. The file server notes all file attributes associated with each file in either model. These 
file attributes can include Unix perms, ownership and timestamp information, and link information. On backup, the file server records those 
file attributes in an analogous record using a different model. The file server records each element of Unix metadata as an NT Extended 
Attribute for use by an NT backup element. On restore, the file server restores those file attributes from the analogous record. The NT 
Extended Attributes provided by an NT restore element are translated into Unix metadata. The file server provides an element for translating 
between Unix metadata and NT Extended Attributes transparently tothe NT backup and restore elements, so that NT backup and restore 
elements that were created without reference to the heterogeneous file server environment can be used. 
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WO 99/66401 AMENDED CLAIMS rci/u^u-oi 

[received by the International Bureau on 17 December 1999 (17.12.99); 
original claims 1 and 10 amended; remaining claims unchanged (2 pages)] 

1 . A file server, 

said file server disposed for recording and retrieving each one of a set of files 
in one of a plurality of data storage and retrieval models; 

each one of said data storage and retrieval models disposed for including 
metadata with at least some of said files; 

said file server including a backup element disposed for preserving all of said 
metadata for retrieval associated with said files even when said files are recorded by said 
backup element in one of said data storage and retrieval models other than associated with 
said files. 

2. A file server as in claim 1, wherein said backup element records said 
metadata as an NT Extended Attribute for use by an NT backup element. 

3. A file server as in claim 1, wherein said backup element records said 
metadata in an analogous record using a data storage and retrieval model other than 
associated with said files. 

4. A file server as in claim 1, wherein said data storage and retrieval 
models include Unix/NFS and NT/CIFS. 

5. A file server as in claim 1, wherein said file server includes an 
element disposed for translating between Unix metadata and NT Extended Attributes 
transparently to a set of NT backup and restore elements. 

6. file server as in claim 1, wherein said metadata includes at least one 
of 

Unix permission bits; 
ownership or group identifiers; 
timestamp information; and 
file link information. 

7. A file server as in claim 1, wherein said metadata includes file link 

information; and said backup element distinguishes between hard links and symbolic links. 
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8. A file server as in claim 1, 

including a restore element disposed for recovering said metadata associated 
with said files even when said files are recorded by said backup element in one of said data 
storage and retrieval models other than associated with said files; 
5 wherein said restore element retrieves said metadata from said analogous 

record and records said metadata using a data storage and retrieval model associated with 
said files. 

9. A file server as in claim 8, wherein said metadata includes file link 

10 information; and 

said restore element maintains connectivity specified by hard links in said set 

of files. 

10. A method of operating a file server, said method including steps for 

15 recording and retrieving each one of a set of files in one of a plurality of data 

storage and retrieval models; 

mcluding metadata with at least some of said files in each of said data storage 

and retrieval models; 

performing a backup operation, mcluding steps for preserving all of said 
20 metadata for retrieval associated with said files even when said files are recorded by said 
backup element in one of said data storage and retrieval models other than associated with 
said files. 

11. A method as in claim 10, including steps for maintaining connectivity 
25 specified by hard links in said set of files. 

12. A method as in claim 10, mcluding steps for recovering said metadata 
associated with said files even when said files are recorded by said backup element in one of 
said data storage and retrieval models other than associated with said files; 

30 wherein said steps for recovering include steps for retrieving said metadata 

from said analogous record, and steps for recording said metadata using a data storage and 
retrieval model associated with said files. 
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8. A file server as in claim 1, 

including a restore element disposed for recovering said metadata associated 
with said files even when said files are recorded by said backup element in one of said data 
storage and retrieval models other than associated with said files; 
5 wherein said restore element retrieves said metadata from said analogous 

record and records said metadata using a data storage and retrieval model associated with 
said files. 

9. A file server as in claim 8, wherein said metadata includes file link 

10 information; and 

said restore element maintains connectivity specified by hard links in said set 

of files. 

10. A method of operating a file server, said method including steps for 

15 recording and retrieving each one of a set of files in one of a plurality of data 

storage and retrieval models; 

including metadata with at least some of said files in each of said data storage 
and retrieval models; 

performing a backup operation, including steps for preserving all of said 
20 metadata for retrieval associated with said files even when said files are recorded by said 
backup element in one of said data storage and retrieval models other than associated with 
said files. 

11. A method as in claim 1 0, including steps for maintaining connectivity 
25 specified by hard links in said set of files. 

12. A method as in claim 10, including steps for recovering said metadata 
associated with said files even when said files are recorded by said backup element in one of 
said data storage and retrieval models other than associated with said files; 

30 wherein said steps for recovering include steps for retrieving said metadata 

from said analogous record, and steps for recording said metadata using a data storage and 
retrieval model associated with said files. 
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STATEMENT UNDER ARTICLE 19 

Independent claims 1 and 10 have been amended to clarify that all metadata 
associated with a particular file is preserved during conversion as part of the backup and 
restore operations across the differing storage and retrieval models. 

The IBM reference, "Mapping the VM text files to the ATX text files," IBM 
Technical Disclosure Bulletin, vol. 33, no. 2, July 1990 (1990-07), page 341, discloses a 
simple scheme for porting text files between VM and AIX, both IBM operating systems, not 
backup and recovery operations. 

Even in the illustrated porting scheme, not all of the VM metadata is preserved 
during the mapping procedure. The scheme accounts for preserving the file name (FN), 
mode (FM), and type (FT), but not for preserving the VM file record length. 

Furthermore, VM systems commonly use NFS as the file server protocol for backup 
and recovery operations, as do ATX systems. A combination of two operating systems 
using the same file server protocol does not constitute a heterogeneous file server 
environment. 

Accordingly, the claims as amended represent an inventive step over the cited art. 
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